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Haben Androiden
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Wie Malware Mobilgeräte
kompromittiert
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https://www.kaspersky.co.uk/blog/cabir-10/4168/
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https://www.kaspersky.co.uk/blog/cabir-10/4168/
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Cabir – 2004
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https://apkpure.com/
https://github.com/Zimperium/DarkHerring
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https://blog.zimperium.com/dark-herring-android-scamware-exceeds-100m-installations/
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Formen mobiler Malware

https://securelist.com/mobile-threat-report-2022/108844/

0

5

10

15

20

25

30

35

40

45

Risk Tool AdWare Trojaner Banking
Trojaner

Trojaner
Dropper

2021

2022

% der analysierten 
Malware-Samples



Classification: Internal

Einblicke in
Hydra



Classification: Internal



Classification: Internal



Classification: Internal



Classification: Internal

Einblicke in
Octo



Classification: Internal

User ID

Password

Login

User ID

Password

Login



Classification: Internal

User ID

Password

Login

User ID

Password

Login



Classification: Internal



Classification: Internal

h
tt

p
s:

//
w

w
w

.rn
d

.d
e/

Wie infizieren sich Geräte?
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https://www.trendmicro.com/en_us/research/22/g/examining-new-dawdropper-banking-dropper-and-daas-on-the-dark-we.html



Classification: Internal

Das Kleingedruckte lesen

In-App-Kosten prüfen

Android-Geräte updaten

Accessibility Services meiden

App-Berechtigungen prüfen

Installation von unbekannten 
Quellen nicht erlauben
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Fragen?

Kommen Sie gerne auf mich zu!

claudia.ully@nviso.eu
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